Memorandum of Understanding between
the United States Department of State and
the Ministry of Foreign Affairs of
The Republic of Korea on
Countering Foreign Information Manipulation

Introduction

Foreign information manipulation, in forms that include propaganda and
disinformation, can create or exploit divisions within and among countries,
imperil election integrity, and undermine public trust in government. While
foreign information manipulation operations characteristically target particular
audiences concentrated within specific countries and tailor messaging to those
audiences, these operations can be designed to advance wider geopolitical
objectives. Because of its unpredictable and potentially destabilizing
consequences, foreign information manipulation can present a threat to national
security. Deliberate and malign information manipulation may originate from

various actors.

The United States Department of State and the Ministry of Foreign Affairs of the
Republic of Korea (hereinafter referred to as the “Participants”);

Recognizing that many government measures for addressing foreign
disinformation can be applied to propaganda, while being principally concerned
bilaterally with countering foreign information manipulation in the form of
disinformation;

Have reached the following understandings:

Purpose

As exemplified in the counterterrorism context, transnational security threats are
most effectively responded to through coordinated, multilateral solutions.
Multinational approaches are strongest, most effective, and most rapidly
deployed when there is consensus on how the problem is understood — in other
words, when decision-makers have a shared understanding about the seriousness
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of a threat and the most effective tools for addressing it. This includes having a
shared understanding of how disinformation can be used to change or affect
public opinion in other countries. Having a common operational picture of
potential foreign information manipulation enables timely information sharing, as
well as coordinated strategic action among international partners.

This Memorandum is intended to help international leaders and decision-makers
develop the fullest possible common operational picture of foreign information
manipulation and identify and implement effective ways to counter it. This
Memorandum sets forth a shared understanding of key elements for cooperation:
1) strategies and policies; 2) coordinated interagency structures; 3) capacity; 4)
social awareness; and 5) multilateral engagement.

The key elements set forth in this Memorandum are expected to advance the goal
of maximal coordinated effort by the Participants to counter foreign information
manipulation while respecting freedom of expression online and offline.

This Memorandum represents the understandings of the Participants. Nothing in
this Memorandum is intended to give rise to rights or obligations under
international law. This Memorandum is expected to be used to build a shared
understanding of approaches amongst like-minded governments to countering
foreign information manipulation.

The Participants intend to engage in discussions with each other and endeavor to
take the appropriate actions, along with the relevant Ministries or agencies on
each side, taking into account the following key elements:

Key Elements for Cooperation

1. National Strategies and Policies

To handle foreign information manipulation effectively, it is recommended for
the Participants not just to monitor and report, but also to develop and
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implement strategies to counter suspected or known foreign information
manipulation.

2. Governance Structures and Institutions

Marshalling and administering a national-level approach to countering foreign
information manipulation can benefit from coordinated interagency structures.

3. Capacity

Effectively countering foreign information manipulation depends upon having
technical means and human capacity to maintain threat awareness.

4. Social Awareness

Successfully managing foreign information manipulation can be facilitated by
increasing awareness of its consequences among civil society, independent
media, and academia.

5. Multilateral Engagement

Multilateral organizations that are leveraging international cooperation to
counter and build resilience against foreign information manipulation are
indispensable to alleviating information and capability shortfalls across partner
nations.

Signed at Seoul on December 1, 2023, in duplicate, in the English language.
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FOR THE UNITED STATES FOR THE MINISTRY OF FOREIGN

DEPARTMENT OF STATE: AFFAIRS OF THE REPUBLIC OF KOREA
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Elizabeth Allen Hong Seok-in
Under Secretary for Public Diplomacy Ambassador and Deputy Minister for
And Public Affairs Public Diplomacy
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